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Introduction to Cloud Computing
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Cloud: Consumption & Delivery Models Optimized by Workload

“Cloud” is a new consumption and delivery model inspired by

consumer Internet services.
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IT Benefits from Cloud Computing are Real...

Results from IBM cloud computing engagements

Increasing Test provisioning Weeks Minutes
speed and

flexibility Change management Months Days/hours
Release management Weeks Minutes

Service access Administered Self-service

Standardization Complex Reuse/share

Metering/billing Fixed cost Variable cost
Reducing costs Server/storage utilization 10-20% 70-90%
Payback period Years Months

Source: Based on IBM and client experience.
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Spectrum of Deployment Options for Cloud Computing

Private (@b @

< IT capabilities are provided “as a service,” over an IT activities / functions are provided “as a
intranet, within the enterprise and behind the firewall service,” over the Internet

A
=

A

Hosted private cloud Shared cloud services Public cloud services
Third-party Third-party hosted
operated and operated

(@b/@ Hybrld Internal and external service delivery

methods are integrated through hybrid cloud gateways
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Spectrum of Cloud based Services

SaaS

Software as a Service

9

PaaS

Platform as a Service

7
HaaS

Storage as a Service

J

laaS

Infrastructure as a Service

TaaS

Testing as a Service
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CaaS

Compliance as a Service
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DaaS

Desktop as a Service
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EaaS

Ethernet as a Service

'139)

EvaaS

Everything as a Service

Cloud Computing presents a spectrum
of services each with their own unigque
subset of capabilities and security
attributes. They range in scope from
simple deployment of singular
applications in the cloud to complex
compound services.
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Security is a top concern with cloud computing...

The Tale of two studies shows that Security is the number one inhibitor to customers
adopting cloud technologies.

Digital Enterprise @ Enterprise 0 Mid market

100%

N=7 N=27 N=5
0% 67% 80%
Security ) O
Cloud 33% 40% 48%
ou
Reliability 90
22% 48% 80%
Economics . .
Internet 20% 29% 44%

bandwidth and . .
latency
24% 33%

Software
compatibility .

33%

44%

33% 43%

19%
Regulation o
19%
Integration .
19%
Immaturity .
5%11%
Internet —.-
reliability 20%
Internal .

resistance

Source: Oliver Wyman Interviews

What, if anything, do you perceive as actual or potential

barriers to acquiring public cloud services?

Security/privacy of
company data

Service quality

Doubts about true cost
savings

Performance / Insufficient
responsiveness over network

Difficulty integrating with
in-house IT

Percent rating the factor as a significant barrier (4 or 5)

Respondents could select multiple items

Source: IBM Market Insights, Cloud Computing Research, July 2009. n=1,090

SRS
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Cloud Security in the News

“Organizations can easily lose 1-2% of revenues when
mission-critical services go down even for a short amount of

http://itmanagement.earthweb.com/netsys/article.php/3894891/Top-10-Reasons-Cloud-Computing-

time.”

Deployments-Fail.htm

Cloud-based note-taking service Evernote has
admitted that a "series of hardware failures”
means that around a fifth of its customers
have lost some of their notes for good.

http://www.bit-tech.net/news/bits/2010/08/11/evernote-
coughs-to-data-loss/1

V. Apple claims developer manipulated

the system to make his books

appear to forty two (42) of the top

' fifty (50) electronic books. While
claiming the developer did not have
access to personal data, Apple
advised customers to watch for
suspicious data.

http://cloutage.org/incidents/100-apple-inc-apple-app-
store

Earlier this month a security breach

at AT&T exposed the email
addresses of more than 100,000
iPad users. Most customers blamed
Apple, but the problem was with
AT&T’s cloud service.

http://itmanagement.earthweb.com/netsys/article.php/3
894891/Top-10-Reasons-Cloud-Computing-
Deployments-Fail.htm

Google reports massive
compromise... Attack occurred
through a zero-day hole in Microsoft
Internet Explorer ...Google's cloud
password system, "Gaia", had been
compromised during the ordeal,
potentially exposing the information

of millions of google users.
http://cloutage.org/incidents/4-google-inc-gmail
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Customers
don't expect to
be fully
indemnified, but
they want the
penalty to hurt
providers
enough that
they get
motivated to
prevent failures.
The liability
must be a
deterrent to
failure.

Julio Gomez
founderinnovation
Councils LLC
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Risks introduced by cloud computing

Over where the information is
located and stored, who has
access and backups, how is it
Challenges with an increase monitored & managed
in potential unauthorized including resiliency
exposure when migrating
workloads to a shared
network and compute

infrastructure BESS
Restrictions imposed Control
by industry regulations
over the use of clouds Data
for some application Security

Compliance
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Control needed to manage
firewall and security
settings for applications
and runtime environments
in the cloud

Security
Management

Concerns with high
availability and loss of
service should outages

occur

Reliability
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Some sources of Cloud threats

11

Many product listings on Amazon.com were
blank or partially there for more than a couple
hours. During that time customers' shopping
carts also displayed as being empty. The cause
of the outage was not released by Amazon, but at
a potential loss of $51,400 a minute when their
site is offline they were surely racing to get it
back up.

cloutage.org

External Threats

With $6 and a homemade
"Thunder Clap" program, security
experts David Bryan and Michael
Anderson managed to take down
their client's server with the help
of Amazon's EC2 cloud
infrastructure.

http://blogs.computerworld.com/16708/thunder_in_the cloud 6
cloud based denial of service attack?source=rss_blogs

Insider Threats

A recent survey (PDF) from

Cisco (News - Alert) found that
more employees are working
around IT security policies to use
personal hardware and software
that's not sanctioned by the
company.

http://it.tmcnet.com/topics/it/articles/95585-employees-
sneaking-past-it-run-unsupported-apps.htm

Service Level Agreements

“We're in a progression of technology
innovation, where we're only looking at the
assets, capabilities and costs; but people are
starting to realize there are higher consequences

to a breach now than in 2005”

Drew Bartkiewicz, vice president of technology and new media
markets for The Hartford Financial Services Group
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Workload Centric Approach to Cloud Security

As cloud computing technology matures, organizations will shift from generic cloud security
models to workload specific models. The concept being that the security needs of each

organization are not based on the cloud type or vendor but on the data and the protections
necessary to protect that data.

Some Industries which are already applying this concept are:

 Healthcare
 Finance
e Government

13 © 2010 IBM Corporation



Workloads may be at Different Levels of Cloud Readiness

(A}

1L Analytics ; :
Ready ror ; R_k{k . 4 Information Sensitive Data " gj .
Cloud Collaborative o Intensive -l
Computing Care C&IS /. Infrastructure
%J Storage
i R
MEleﬂl . J’{lr Industry Isolated Highly Customized
Imaging T Applications Workloads
Financial \gJ Cellaboration
Risk
- Mature Not yet virtualized
Energy W Workplace Desktop Workloads 3rd party SW
& Devices
Management
Business Processes
(R} Complex
AN Pre-Production
k‘\ Disaster Recovery < processes &
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— transactions May not be
U Development & Ready for
<. Infrastructure Test . 3 b

Compute Batch Regulation (R} migratcion...
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Example of Health Care related requirements

Addressing Health Care data in the
cloud boils down to a handful of key %

elements (Data Protection, Audit and
Logging, and Least Privileged
management)

Example of requirements for Healthcare
compliance:

H

* Encryption of Personal Data over |

public networks
« Mitigating controls or Encryption to '

protect data at rest ‘
e Access Logging _ =t U
* User Validation '- ‘
* Forensic Capabillities == o
« Regular control audits. p——
« Data Protection and Isolation

-

15 © 2010 IBM Corporation



Example of Finance related requirements

Financial Organizations have
similar concerns to health care
regquirements.

Example of requirements for PCI in the
Cloud:

* Encryption of Personal Data over
public networks

« Mitigating controls or Encryption to
protect data at rest

* Access Logging

e User Validation

* Forensic Capabilities

« Regular control audits.
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IBM Strategy for Cloud Security

IBM Security Framework:
Risk management-based
approach to security

IBM Security Framework

SECURITY GOVERMANCE, RISK MANAGEMENT
AND COMPLIANCE

PEOPLE AND IDENTITY .
@ - Secure by Design...
@ DATA AND INFORMATION build Security in
@ APPLICATION AND PROCESS | from the beginning

@ NETWORK, SERVER AND END POINT

@ PHYSICAL INFRASTRUCTURE

Coemmspn Policy, Evend Hardlng asd Reparing

Hardware
and software

17
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Solution Provider

Service Provider
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Example Cloud Patterns
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Applying Security to Software as a Service

O :::..: D "H-_J -+ ;Jﬁlﬂ ] -— @:_j

[ By

Internet Email el

Calendar \
Enterorise Projects E é

Ty — E

A

= Policy Management = Access Management = Data Protection = Vulnerability Scanning = Intrusion Prevention
= Security Information = Application Gateway = Data Encryption = Anti-Spam = Firewalls
Event Management = User Management = E-Discovery = Anti-Virus = Network Isolation/routing
= Directory Integration = Directory Services = Data Redaction = Application Acceleration = VPN connectivity
" Usage and Accounting = Federated Identity = Resiliency Services and analysis = Data Leakage Prevention
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Applying Security to Infrastructure as a Service

Virtual Guests

Virtual Host
Intermat
Enterprise I
1
- 3 o~
;u:51 | ] -— @-’j
= h & 1 _'_—__..-
y |
BSS/058
= Security Event = Tivoli Federated ldentity = Encryption Technologies = Vulnerability Scanning = Intrusion Prevention
Information Management Manager = Data Protection Services* = Data Leakage Prevention
- ;\S/Iecurlty Poh;:y = Directory Services = E-Discovery Support = Virtual Image Protection
nagemen . . :
D'a atge Iet ; Access Management = Image Destruction = Firewalls
= Dir ry Integration . : : :
ectory Integratio = Resiliency Services = Network Isolation/Routing

= Virtual Image
Management

= Utilization Monitoring
= Integration API's
= Image Migration Utilities

= VPN Connectivity
= Traffic Analytics

* optional based on virtual guest
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Hybrid as a Service and Security

Hybnd Mgmit. Layer

Virtual Guesta

Y|

Virtual Guests

rrr
Iil
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Virtual Queasts

Virtual Host

Application & Process

Network, Server & Endpoint

Internaet
Enterprize

= Tivoli Federated ldentity
Manager

= Directory Services
= Access Management

= Security Event
Information Management

= Security Policy
Management

= Directory Integration

= Virtual Image
Management

= Utilization Monitoring
= Integration API's
= Image Migration Utilities

Datagiformation

= Encryption Technologies
= Data Protection Services*
= E-Discovery Support

= |mage Destruction

= Resiliency Services

= Key Management

= Vulnerability Scanning
= Asset management
= License Management

Intrusion Prevention

Data Leakage Prevention
Virtual Image Protection
Firewalls

Network Isolation/Routing
VPN Connectivity

Traffic Analytics

* optional based on virtual guest

21
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Considerations for Cloud Implementation

© 2010 IBM Corporation



IBM Cloud Security Guidance

Based on cross-IBM research and customer L
interaction on cloud security o
. . . . Redpaper —
Highlights a series of generic best practice %@ WL
controls, which can be further refined by D
Workload I:IIII:‘T:'-I:I:W‘II'IFIIMIIIIIH ko R e re s o] o pind
Broken into 7 critical infrastructure
Components: mircdducBon o Sloos Edmbialing
- Building a Security Program 2o ey
» Confidential Data Protection S T
» Implementing Strong Access and Identity e e Ao
 Application Provisioning and De-provisioning e o e e e
+ Governance Audit Management P i s
* Vulnerability Management A sty

Testing and Validation
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Build a Security Program

Cloud Success is predicated on the creation
of a holistic security approach which
addresses not only the external cloud but
the internal business requirements.

Key considerations are:

24

Documented Security Plan
Business Driven Security
Requirements

Service Level Agreement
Vendor Compatibility
Geo-Location Considerations
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Establish Data Security Requirements

Adoption of Cloud based technologies relies
heavily on an organizations ability and
confidence that it’s data is protected in a
trusted environment.

Key considerations are:
* |solation Capabilities
* Encryption & Key Management
e Data Destruction and Handling
 Infrastructure Resiliency
« Data Portability

25
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Implement Strong Access and Identity

ldentity and Access management form the
foundation for any security program, in the
cloud this becomes exponentially more
difficult as cloud technologies could
predicate multiple technologies.

Key considerations are:
* Federation of Identity
 |ldentity Synchronization
« Support for Least Privileged Access
e Host Access Privileges
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Application Provisioning and De-provisioning

Dependent on the cloud infrastructure type
you may need to address provisioning and
de provisioning of assets.

Key considerations are:
* Image Management
* Image Quality
e Image Destruction
e Patch/Version Management
« Portability of Image
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Governance & Audit Management

Organizations are forced to adhere to
numerous standards, movement to the
cloud does not negate those requirements.

Key considerations are:
 Log Access
« Host standard Compliance |
« Ability to Audit infrastructure L T
 Audit Integration ’
* Resiliency
e Business Efficacy

[E———
————
- -
g %
s .
s B .
p

=
—
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Vulnerability Management

Vulnerability Management in the cloud
provides a first line of defense protection.

Key considerations are:
* Firewalls
Network Isolation/Security
Intrusion Prevention
Data Leakage Prevention
Web App Gateway implementation
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Testing and Validation

Evaluating and Validating that the cloud
Infrastructure provides adequate
protections.

Key considerations are:
* Vulnerability Scanning
e Security in Design
« Patch Management
* Asset Awareness

30
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IBM Security Solutions for the Cloud

] ) Security Governance, Risk and
) = Professional Services Sl SIEM and Log Management

- = Cloud-based &

Managed Services Identity and :
Identity Management
Access Management

- = Products Access Management

Data Data Loss Prevention

Security
Encryption and Key

Lifecycle Management Messaging Security

IBM Security Framework

E-mail Database Monitoring and

SECURITY GOVERNANCE, RISK MANAGEMENT Security

AND COMPLIANCE Protection Data Masking

PEOPLE AND IDENTITY

DATA AND INFORMATION - . N I - _
Application Security App Vulnerability Scanning Web Application Firewall

APPLICATION AND PROCESS

NETWORK, SERVER AND END POINT :
Web/ URL Access and Entitlement SOA Security
PHYSICAL INFRASTRUCTURE Filtering Management
Common Policy, Event Handling and Reporting
Professional {ll Managed Hardware Infrastructure Vulnerability Mainframe Security Audit, Endpoint
services services _jgg and software Security Assessment Admin & Compliance Hepelr
Protection
Threat Web/URL Intrusion Prevention
Analysis Filtering System Security

Configuratio

Firewall, IDS/IPS, Security ‘ . n and Patch
MFS Mgmt. Event Mgmt. Virtual System Security Mgmt

Physical Security




Resources

e To learn more about IBM’s cloud offerings...
- Cloud computing: http://www.ilbm.com/ibm/cloud/
- Security solutions: http://www-03.ibm.com/security/cloud-security.html

* Whitepapers
- |BM Point of View: Security and Cloud Computing
- Leverading security from the cloud (cloud-based security services)
- Cloud Security Guidance - IBM Recommendations for the Implementation of Cloud Security
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